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Bouncing Back After a Costly  
Cyber Attack

Outdated Technology Spells Disaster

According to the U.S. Department of Education, hundreds of educational data 
breaches happen every year despite mandates that institutions employ reasonable 
methods for protecting student data. When Buena Vista University (BVU) found 
itself at the center of one such attack, its leadership turned to CampusWorks for 
real-time remediation assistance. Ultimately, a partnership developed that would 
transform the institution’s IT operations and academic services.

CampusWorks deployed a team of cybersecurity experts led by a tenured 
chief information security officer (CISO) to conduct a comprehensive IT 
security assessment of critical technology-related areas.

CampusWorks’ cybersecurity team determined that BVU’s outdated 
technology had created vulnerabilities that were exploited during the 
cyberattack. If left unaddressed, BVU’s data would continue to be at risk. 
They shared their finding with BVU’s leadership and provided remediation 
recommendations that required immediate action as well as a longer term 
plan to update the University’s IT infrastructure, strengthen security, enhance 
operational efficiency, and deliver a streamlined student experience.

► Private 4-year university

► Located in Storm Lake, Iowa

► Founded in 1891

► Enrollment: 1,600+ undergrads annually

CHALLENGE

When outdated technology caused BVU to 
experience a costly cybersecurity breach, 
the University’s leadership partnered with 
CampusWorks to lead remediation efforts.

CAMPUSWORKS PARTNERSHIP

► Stepped in as CIO to lead tech 
transformation

► Provided cybersecurity leadership

► Improved online learning programs

RESULTS

► Modernized IT infrastructure and 
implemented a 5-year technology roadmap

► Developed a strategic plan to align  
operations and drive performance

► Reduced long-term operating costs

► Strengthened IT security posture to  
help safeguard against future attacks

► Placed tenured CISO to continue  
leading cybersecurity initiatives
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Transforming IT to Support Student Success

To ensure BVU’s IT transformation was successful, 
CampusWorks provided a seasoned chief information  
officer (CIO) to lead the effort and manage operations.

FIRST 5 MONTHS...

• Evaluated, selected, and implemented new ERP, LMS,  
and fundraising solutions

• Reimagined and redesigned business processes to  
support the ideal student experience

• Replaced telephone system with telepresence solution

• Upgraded email platform

• Negotiated major discounts with key vendors:

 •  Long-term 60% discount on telepresence hardware  
and services (this was 13 points higher than the  
standard state term of 47%)

 •  Zero cost increase for bandwidth supporting BVU’s 
Graduate & Professional Studies campuses located 
throughout the state

BVU’s leadership was so impressed with the results they had 
experienced within five months, their leadership proactively 
decided to extend CampusWorks’ engagement for five years. 
This allowed us to recruit and onboard permanent talent, 
including a long-term CIO, in order to build on and sustain 
the excellent results we delivered.

Planning for a Brighter Future

Over the years, BVU relied on CampusWorks for expertise 
in additional areas. With an eye towards the future, the 
University engaged us to facilitate the development of a 
strategic plan to align operations and drive performance.

CampusWorks’ strategic planning methodology breaks the 
mold of typical “top-down” approaches by engaging and 
aligning internal and external stakeholders every step of the 
way to create a shared vision of the future. We engaged 
BVU’s community members using a number of data collection 
methods, including university-wide surveys, a business and 
industry leadership summit, focus groups, board workshops, 
and open forums.

Our inclusive approach ensured that all voices were heard 
and integrated into the development of BVU’s strategies, 
objectives, and values. The feedback gained through this 
process inspired the University to update its mission and 
vision and resulted in a strategic plan that had community- 
wide buy in and earned board approval. It also helped create 
a stronger working environment for the President’s Council 
and Board of Trustees and served as a blueprint for making 
operational decisions.

Most recently, CampusWorks designed five faculty 
development courses on instructional design, how to use  
the LMS, how to engage students in an online course, how  
to perform assessments, and how to build an accessible 
course. BVU was so pleased with the results they engaged 
CampusWorks to create 60 additional courses across all 
subject areas.

“Five months into the contract CampusWorks 
has already paid for themselves.”

Frederick Moore 
President Emeritus, Buena Vista University

Interested in transforming the future? Not sure where to start? Let’s Talk

mailto:success%40campusworksinc.com?subject=Request%20for%20information

